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1. Introduction

This proposal intends to update Plenipotentiary Resolutions to reflect the attention and interest of APT members, as well as the outcomes of ITU Assembly and Conferences (WRC-07, WTSA-08 and WTDC-10) in relation to those resolutions. 

The Resolutions are attached herewith in the Annex.

· Resolution 30 on Special measures for the least developed countries and small island developing states
· Resolution 130 on Strengthening the role of ITU in building confidence and security in the use of information and communication technologies
· Resolution 135 on ITU's role in the development of telecommunications/information and communication technologies, in providing technical assistance and advice to developing countries1, and in implementing relevant national, regional and interregional projects
2. Proposal

[ACP/12/40]
It is proposed that ITU Secretariat make editorial changes to these Resolutions , including appropriate references to the ITU strategic plan 2012-2015 and submit them to  PP-10.

ANNEX


Revision of Resolution 30

1. Introduction

This proposal intends to update the Resolution 30 with aim at retaining special measures for the needs of least developed countries and small island developing states and based on the results of WTDC-10 (including Hyderabad Declaration, Programme 5, Regional Initiatives).  

2. Proposal

It is proposed to modify Resolution 30 as attached herewith. 
RESOLUTION  30  (Rev. Guadalajara, 2010)

Special measures for the least developed countries and 
small island developing states

The Plenipotentiary Conference of the International Telecommunication Union (Guadalajara, 2010),

considering

United Nations resolutions on programmes of action for the least developed countries (LDCs) and small island developing states (SIDS),

recognizing

the importance of telecommunications/information and communication technolo​gies (ICTs) for the development of the countries concerned,

having noted

Resolution 16 (Rev. Hyderabad, 2010) of the World Telecommunication Development Conference and the Hyderabad  Action Plan which provide for extending these measures to include SIDS,

concerned

that the number of LDCs has continued to rise and that it is necessary to address the situation of SIDS,

instructs the Secretary-General and the Director of the Telecom​munication Development Bureau

1
to continue to review the state of telecommunication/ICT services in LDCs and SIDS so identified by the United Nations and needing special measures for the development and provision of telecommunications/ICTs, and to identify areas of critical weakness requiring priority action;

2
to propose to the Council concrete measures intended to bring about genuine improvements and provide effective assistance to these countries, from the Special Voluntary Programme for Technical Cooperation, the Union’s own resources and other sources of finance;

3
within existing resources, to provide the necessary administrative and operational structure for proper administration of the resources appropriated for LDCs and SIDS;

4
to report annually on this matter to the Council,

instructs the Council

1
to consider the above-mentioned reports and take appropriate action so that the Union may continue to display its keen interest and cooperate actively in the development of telecommunication/ICT services in these countries;

2
to make appropriations for this purpose from the Special Voluntary Programme for Technical Cooperation, the Union’s own resources and any other sources of finance;

3
to keep the situation under constant review and to report on this matter to the next plenipotentiary conference.

Revision of Resolution 130
1. Introduction

In relation to security of information and communication networks, the World Telecommunication Standardization Assembly 2008 revised Resolutions 50, 51 and 52 (Johannesburg, 2008) and World Telecommunication Development Conference adopted Resolution 45 (Rev. Hyderabad, 2010). WTDC-10 adopted the Hyderabad Action Plan and its programme 2 on cybersecurity, ICT applications and IP-based network-related issues that identifies cybersecurity and related matters are important for deployment and use of broadband networkd, that should be dealt with taking into consideration the global and the framework of the ITU Global Cybersecurity. Based on these results, this proposal intends to update the Resolution 130 according to the outcomes of the World Telecommunication Standardization Assembly (WTSA-08) and the World Telecommunication Development Conference (WTDC-10).
2. Proposal

It is proposed to modify Resolution 130 as attached herewith. 
RESOLUTION  130  (Rev. Guadalajara, 2010)

Strengthening the role of ITU in building confidence 
and security in the use of information and 
communication technologies
The Plenipotentiary Conference of the International Telecommunication Union (Guadalajara, 2010),

considering

a)
the crucial importance of information and communication infrastruc​tures and their applications to practically all forms of social and economic activity;

b)
that, with the application and development of information and communication technologies (ICTs), new threats from various sources have emerged that may have an impact on confidence and security in the use of ICTs by all Member States, Sector Members and other stakeholders, including all users of ICTs, and on the preservation of peace and the economic and social development of all Member States, and that threats to and vulnerabilities of networks continue to give rise to ever-growing security challenges across national borders for all countries, in particular developing countries, including least developed countries, small island developing states and countries with economies in transition, while noting in this context the need to further enhance international cooperation and develop and adapt appropriate existing national, regional and international mechanisms (for example agreements, best practices, memorandums of understanding, etc);

c)
that, in order to protect these infrastructures and address these challenges and threats, coordinated national action is required for prevention, preparation, response and recovery from an incident, on the part of government authorities at the national, state/provincial and local levels, the private sector and citizens and users, in addition to international cooperation and coordination,

recognizing

a)
that the application and development of ICTs have been and continue to be instrumental for the growth and development of the global economy, underpinned by security and trust;

b)
that the World Summit on the Information Society (WSIS) recognized the need to build confidence and security in the use of ICTs and the great importance of multistakeholder implementation at the international level, and established action line C5, “Building confidence and security in the use of ICTs”, with ITU identified in the Tunis Agenda for the Information Society as moderator/facilitator for that WSIS action line;

c)
that the World Telecommunication Development Conference (Hyderabad, 2010)  has adopted the Hyderabad Action Plan and its programme 2 on cybersecurity, ICT applications and IP-based network-related issues. , and in particular the adoption of Resolution 45 (Rev. Hyderabad, 2010) of WTDC entitled “Mechanisms for enhancing cooperation on cyber​security, including combating spam”;
d)
§ 15 of the Tunis Commitment, which states that: “Recognizing the principles of universal and non-discriminatory access to ICTs for all nations, the need to take into account the level of social and economic development of each country, and respecting the development-oriented aspects of the information society, we underscore that ICTs are effective tools to promote peace, security and stability, to enhance democracy, social cohesion, good governance and the rule of law, at national, regional and international levels. ICTs can be used to promote economic growth and enterprise development. Infrastructure development, human capacity building, information security and network security are critical to achieve these goals. We further recognize the need to effectively confront challenges and threats resulting from use of ICTs for purposes that are inconsistent with objectives of maintaining international stability and security and may adversely affect the integrity of the infrastructure within States, to the detriment of their security. It is necessary to prevent the abuse of information resources and technologies for criminal and terrorist purposes, while respecting human rights”,

aware

a)
that ITU and other international organizations, through a variety of activities, are examining issues related to building confidence and security in the use of ICTs, including stability and measures to combat spam, malware, transmission of unsolicited content etc., and to protect personal data and privacy; 

b)
that Study Group 17 of the Telecommunication Standardization Sector (ITU-T) and other relevant ITU study groups continue to work on technical means for the security of information and communication networks, in accordance with Resolutions 50and 52 (Johannesburg, 2008) of the World Telecommunication Standardization Assembly,
noting

a)
that, as an intergovernmental organization with private-sector participation, ITU is well positioned to play an important role, together with other international bodies and organizations, in addressing threats and vulnerabilities, which affect efforts to build confidence and security in the use of ICTs; 

b)
§§ 35 and 36 of the Geneva Declaration of Principles and § 39 of the Tunis Agenda, on building confidence and security in the use of ICTs;

c)
that, although there are no universally agreed upon definitions of spam and other terms in this sphere, spam was characterized by ITU-T Study Group 2, at its June 2006 session, as a term commonly used to describe unsolicited electronic bulk communications over e-mail or mobile messaging (SMS, MMS), usually with the objective of marketing commercial products or services,

resolves

to give this work high priority within ITU, in accordance with its competences and expertise,

instructs the Secretary-General and the Directors of the Bureaux

1
to review: 

i)
the work done so far by ITU and other relevant organizations, and initiatives to address existing and future threats in order to build confidence and security in the use of ICTs, such as the issue of countering spam;

ii)
the progress achieved in the implementation of this resolution and in the role of ITU as moderator/facilitator for WSIS action line C5, with the help of the advisory groups, consistent with the ITU Constitution and Convention;

2
to facilitate access to tools required for enhancing confidence and security in the use of ICTs for all Member States, consistent with WSIS provisions on universal and non-discriminatory access to ICTs for all nations;

3
to continue the cybersecurity gateway as a way to share information on national, regional and international cybersecurity-related initiatives worldwide; 
4
to report annually to the Council on these activities and to make proposals as appropriate,

instructs the Director of the Telecommunication Standardization Bureau

1
to intensify work within existing ITU-T study groups in order to:

i)
address existing and future threats and vulnerabilities affecting efforts to build confidence and security in the use of ICTs, by developing recom​mendations, as appropriate;

ii)
seek ways to enhance the exchange of technical information in these fields, promote implementation of emerging protocols and standards that further enhance security, and promote international cooperation among appropriate entities;

2
to continue collaboration with relevant organizations with a view to exchanging best practices and disseminating information through, for example, joint workshops and training sessions,

instructs the Director of the Telecommunication Development Bureau

1
to develop, consistent with the results of WTDC-10 and the subsequent meeting held pursuant to Resolution 45 (Hyderabad, 2010), the projects for enhancing cooperation on cybersecurity and combating spam responding to the needs of developing countries, in close collaboration with the relevant partners;

2
to provide the necessary financial and administrative support for these projects within existing resources, and to seek additional resources (in cash and in kind) for the implementation of these projects through partnership agreements;

3
to ensure coordination of these projects within the context of ITU’s overall activities in its role as moderator/facilitator for WSIS action line C5;

4
to coordinate these projects with the activities and programmes of the ITU Telecommunication Development Sector (ITU-D) study groups on this topic;

5
to continue collaboration with relevant organizations with a view to exchanging best practices and disseminating information through, for example, joint workshops and training sessions;

6
to report annually to the Council on these activities and make proposals as appropriate,

requests the Council

to include the report of the Secretary-General in the documents sent to Member States in accordance with No. 81 of the Convention;

invites Member States, Sector Members and Associates

1
to participate actively in the ongoing work of the relevant ITU study groups;

2
to develop, as appropriate, the necessary relevant legislation, noting in particular regional initiatives including, but not limited to, the Council of Europe’s Convention on Cybercrime;

3
to make contributions on this subject in ITU-D Study Group 1 and participate in the ongoing activities of the BDT projects;

4
to contribute to building confidence and security in the use of ICTs at the national, regional and international levels, by undertaking activities as outlined in § 12 of the Geneva Plan of Action.
Revision of Resolution 135

1. Introduction

Considering the needs of member countries, ITU has carried out activities through three Sectors in order to assist member countries, especially developing countries, in development of telecommunication/ICTs networks and services. Recently, WTDC-10 approved the Action Plan consisting of five programmes and regional initiatives that address the specific needs of the regions. In this relation, this proposal intends to upda.te the Resolution 135 in line with current progress of work operation and efforts of ITU.   

2. Proposal

It is proposed to modify Resolution 135 as attached herewith. 
RESOLUTION  135  (Guadalajara, 2010)

ITU's role in the development of telecommunications/information and communication technologies, in providing technical assistance and advice to developing countries1, and in implementing 
relevant national, regional and interregional projects2
The Plenipotentiary Conference of the International Telecommunication Union (Guadalajara, 2010),

recalling

a)
Resolution 24 (Kyoto, 1994) of the Plenipotentiary Conference, on the role of ITU in the development of world telecommunications;

b)
Resolution 26 (Kyoto, 1994) of the Plenipotentiary Conference, on improvement of the Union’s capabilities for providing technical assistance and advice to developing countries;

c)
Resolution 27 (Kyoto, 1994) of the Plenipotentiary Conference, on participation of the Union in the United Nations Development Programme (UNDP), in other programmes of the United Nations system and in other funding arrangements;

d)
Resolution 28 (Kyoto, 1994) of the Plenipotentiary Conference, on the Special Voluntary Programme for Technical Cooperation;

e)
Resolution 29 (Kyoto, 1994) of the Plenipotentiary Conference, on the International Programme for the Development of Communication (IPDC);

f)
relevant resolutions of the World Telecommunication Development Conference, especially Resolution 17 (Rev. Hyderabad, 2010), Resolution 16 (Rev. Hyderabad, 2010) and the five development programmes on implementation of regionally approved initiatives at the national, regional, interregional and global levels,  
considering

a)
the development goals which require that telecommunications/ information and communication technologies (ICTs) be accessible to humanity as a whole, especially the peoples of developing countries;

b)
the accumulated experience of ITU in implementing the above-mentioned resolutions;

c)
the tasks assigned to ITU as regards action lines C2 and C5 in the Tunis Agenda for the Information Society, and required participation by ITU in implementing other action lines that depend on the availability of tele​communications/ICTs, in agreement with the United Nations agencies that col​laborate in implementing these action lines;

d)
the success achieved by the ITU Telecommunication Development Sector in its partnerships to implement many development programmes, including developing telecommunication/ICT networks in many developing countries and the associated training courses,

resolves

1
that ITU should: 

i)
continue to coordinate efforts for the harmonization, development and enhancement of telecommunications/ICTs throughout the world towards building the information society, and to take appropriate measures to adapt itself to the trends in the telecommunication/ICT infrastructure development environment;

ii)
renew contacts with the United Nations Educational, Social and Cultural Organization to revise the IPDC, with a view to implementing action line C7 in the Tunis Agenda relating to education and cooperation with UNDP;

2
that the Telecommunication Development Bureau (BDT) shall:

i)
continue to provide highly qualified technical experts to offer advice in subjects of importance to developing countries, on an individual and collective basis, and to ensure adequate expertise through recruitment or short-term contracts, as appropriate;

ii)
continue cooperating with financing sources, whether in the United Nations system, UNDP or other financing arrangements, including the newly established Digital Solidarity Fund, and entering into partnerships with Member States, Sector Members, financial institutions and international and regional organizations, to finance the activities related to the implementation of this resolution;

iii)
continue its Special Voluntary Programme for Technical Cooperation, based on financial contributions, expert services or any other form of assistance, to help better meet the requests of developing countries, using the ICT Development Fund for this purpose as far as possible,

invites regional and international financial organizations and agencies, equipment providers, operators, and all potential partners

to consider the possibility of ensuring complete or partial financing to implement cooperation programmes to develop telecommunications/ICTs, including the regionally approved initiatives under Resolution 17 (Rev. Hyderabad, 2010),

instructs the Secretary-General

to submit an annual detailed report to the Council on the results of the implementation of this resolution, including any recommendations which the Secretary-General may deem necessary, in agreement with the Director of BDT, to enhance the impact of this resolution,

invites the Council

to review the results achieved and to take all necessary steps to continue to implement this resolution in the best possible way.







  


1	These include the least developed countries, small island developing states and countries with economies in transition. 


2	Subject to the financial limits set by the Plenipotentiary Conference.
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