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1. Introduction 
APT Member Countries stated above are of the view that a definition of Cybersecurity does not need to be included in a Treaty provision, and that the matter can be resolved through a Resolution. This accords with the previously agreed APT position and principle of not amending the CS/CV unless essential. We have developed a draft Resolution for Members consideration. This draft Resolution has taken account of the outcomes of WTDC-10.
2. Proposals

The following Draft New Resolution is proposed for consideration of the Conference.

[ACP/12/22]
ADD

DRAFT NEW RESOLUTION [APT -3] (Guadalajara, 2010)

Definition of  Cybersecurity
The Plenipotentiary Conference of the International Telecommunication Union (Guadalajara, 2010),

recalling 
a) Resolution 45 (Rev Hyderabad 2010) of the World Telecommunication Development Conference (WTDC); 

b   Resolution 130 (Antalya, 2006) of the Plenipotentiary Conference, which resolves to give high priority to the role of ITU in building confidence and security in the use of telecommunications/ICTs;
c) the cybersecurity-related provisions of the Tunis Commitment and the Tunis Agenda for the Information Society; 
considering 
a) the need to build confidence and security in the use of telecommunications/ICTs by strengthening the trust framework (§ 39 of the Tunis Agenda) the need for governments, in cooperation with other stakeholders within their respective roles, to develop necessary legislation for the investigation and prosecution of cybercrime, at national, regional and international level 
b) that UN General Assembly Resolution 64/211 invites Member States to use, if and when they deem appropriate, the voluntary self-assessment tool that is annexed to the resolution for national efforts; 

c) the reasons behind the adoption of Resolution 37 [Rev. Hyderabad, 2010] of the World Telecommunication Development Conference (WTDC); on bridging the digital divide, having regard to the importance of multi-stakeholder implementation at the international level and to the action lines referenced in § 108 of the Tunis Agenda, including "Building confidence and security in the use of ICTs"; 
noting 

that Resolution 50 (Johannesburg, 2008) on Cybersecurity and Resolution 52 (Johannesburg, 2008) on Countering and combating spam includes the study of technical aspects for reducing the impact of these phenomena; 

considering further 
a)  pursuant to Resolution 149(Antalya,2006), the ITU Council established a  Council working group, opened to all Member States and Sector Members, to study and  prepare based on the work of the relevant ITU-T and ITU-D the definition and terminology relating to building confidence and security in the use of the ICT

b) that the above-mentioned Council group ,in its  final report to Council 2009 proposed two options relating to the  definition for cybersecurity as reproduced below 

Option 1

1a. introduce the word "cybersecurity", in Article 1 of the Constitution and define

this item in the Annex to the Constitution, based on the agreed definition, or

1b. introduce the word "cybersecurity" in relevant article in the Convention and

define this item in the Annex to the Convention;

Option 2 

2. adopt a Resolution by the Plenipotentiary Conference regarding this definition.

recognizing 

a) that principles are being agreed / are adopted  by this Conference  toward  the establishment of a Stable Constitution

b) the excellent work of ITU-T Study Group 17 (Security) on public key infrastructures, identity management, digital signatures, the Security Manual, the Security Standards Roadmap, and the Cybersecurity Information Exchange Framework; 
c) that the above-mentioned work is continued in ITU-T Study Group 17 to further develop the above-mentioned definition taking into account the continuous development in the ICT technology 

d) that the inclusion of any definition relating to ICT which is an evolving issue such a the definition of Cybersecurity in the Stable constitution is not consistent with the principles based on which the Stable Constitution would be established   

resolves 

to adopt the  term " cybersecurity " as provided by the Council working group as follows:

Cybersecurity: Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and

organization and user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment.

Cybersecurity strives to ensure the attainment and maintenance of the security properties of the organization and user’s assets against relevant security risks in the cyber environment. The general security objectives comprise the following:

· Availability

· Integrity, which may include authenticity and non-repudiation

· Confidentiality

instruct the Secretary-General 
 to bring this resolution to the attention of the international organizations and other relevant entities dealing with the security of the Telecommunication / ICTs for consideration and  any required action, as appropriate; 


instruct the Sector's Assemblies and Conference, and the  Directors of the three ITU Bureaux 

to continue existing studies on cybersecurity by the relevant study groups(s) of  their respective  Sectors  
invites Member States and Sector Members 
to participate actively in the relevant ITU Study Groups dealing with the issues relating to cybersecurity 
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