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Preface
This report has been prepared as an assigned work item of SATRC Working Group on Spectrum under SATRC Action Plan Phase III. The Work Group comprises of eleven experts from nine SATRC member regulators. The objective of this report is to provide information to SATRC members regarding the challenges in spectrum management while adopting latest technologies like Cognitive Radio System (CRS). This report has analyzed various aspects of CRS. This has also included guideline and recommendation to adopt CRS.
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1. Introduction 
Cognitive radio is widely expected to be the next Big Bang in wireless communications. Spectrum regulatory Committees in many countries have been taking steps to open the door to dynamic spectrum access using this technology and also laying down the rules for its implementation. International organizations have also been striving for standardizing and harmonization this technology for various applications. This document overviews definition of Cognitive radio systems and describes the state of art in the regulatory and standardization activities on cognitive radio all over the world, which are deemed to have fundamental influence on the future of wireless communications. Cognitive radio concepts can be applied to a variety of wireless communications scenarios, a few of which are described in this document. Cognitive radio concepts can be applied to a variety of wireless communications scenarios, a few of which are described in this document additionally, the major functions and applications of cognitive radio and components of cognitive radio and implementation issues are reviewed. We also discuss the regulatory issues and key concepts. Finally, based on conducted survey through the technical and regulatory investigation, a consistent conclusion provided.

2. Background 

Most of today’s radio systems are not aware of their radio spectrum environment and operate in a specific frequency band using a specific spectrum access system. Investigations of spectrum utilization indicate that not all the spectrum is used in space (geographic location) or time see for example Fig1,2 [1,2]. A radio, therefore, that can sense and understand its local radio spectrum environment, to identify temporarily vacant spectrum and to use it, has the potential to provide wider bandwidth, increase spectrum efficiency and minimize the need for centralized spectrum management. This could be achieved by a radio that can make autonomous decisions about how it accesses spectrum intelligently. Cognitive radios have the potential to do this [3]. 
[image: image2.png]Amplidue (dBm)

Less than 6% Occupancy

Maximum Amplitudes

|
avWUSe  mediiim Use Heawy U

—Sparsetse t

ol .. 1
Frequency (MHz)





Figure 1. Spectrum occupancy blow 3GHz.
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Figure 2. Time scale of the spectrum occupancy varies from msecs to hours

The terms software-defined radio and cognitive radio were promoted by Mitola in 1991 and 1998, respectively. Software-defined radio is generally a multiband radio that supports multiple air interfaces and protocols and is reconfigurable through software run on DSP or general-purpose microprocessors. Cognitive radio, built on a software radio platform, is a context-aware intelligent radio potentially capable of autonomous reconfiguration by learning from and adapting to the communication environment.

It is important to note that the implementation of CRs technology will provide additional capabilities to radiocommunication systems, such as dynamic spectrum access. Systems which use some cognitive features have already been deployed and some administrations are authorizing these systems. These administrations have national equipment approval processes to protect existing services from harmful interference. However it should be noted that services employing SDR or CRS technology will have to respect the sharing criteria for each radiocommunication service given in the relevant ITU-R Recommendations: Recommendations ITU-R F.1094, F.1108, F.1190, F.1495, S.523, S.671, S.735, S.1323, S.1432, M.1313, M.1460, M.1461, M.1462, M.1463, M.1464, M.1465, M.1466, M.1638, M.1644, M. 1652, M.1849, BS.412, BT.655, BT.1368, BO.1297, BO.1444, M.687, M.1073, M.1388, SM.851, M.1183, M.1231, M.1232, M.1234, M.1478, SA.609, SA.1157, SA.1155, SA.1396, SA.363, RS.1263, SA.514, SA.1026, SA.1160, SA.1163, RS.1029, RS.1166, RA.769, BS.1660, BS.216, BS.560, BS.1786 and BT.1786. 

In line with the scientific works and standardization activities toward implementation of CRs, international treaties, such as ITU, have put already the matter under the consideration. Resolution 956 (WRC-07) resolves to invite the ITU-R to study whether there is a need for regulatory measures related to the application of software defined radio and cognitive radio system technologies. Therefore, a new Agenda Item 1.19 proposed for the work of World Radiocommunications Conference in 2012 (WRC-12) just to discuss the possibility of a harmonized action. Fortunately, there is a report published by the ITU-R responsible study groups which is addressing a good progress. Definitions for Software Defined Radio (SDR) and Cognitive Radio Systems (CRs) have been developed and are published in Report ITU-R SM.2152 [4]. 

Cognitive radio is a revolutionary technology that aims for remarkable improvements in efficiency of spectrum usage. It will change the way the radio spectrum is regulated, but also requires new enabling techniques.

3. Different definitions of CRs 
There are several definitions of CR and definitions are still being developed both in academia and through standards bodies, such as FCC, IEEE-1900 and the SDR Forum. Summarizing Mitola, a full CR can be defined as “…a radio that is aware of its surroundings and adapts intelligently”. This may require adaptation and intelligence at all the 7 layers of the ISO model. Full Cognitive Radios do not exist at the moment and are not likely to emerge until 2030, when fully flexible SDR technologies and the intelligence required to exploit them cognitively can be practically implemented. We expect basic intelligent reconfigurable CR prototypes to emerge within the next five years. Some devices available already have some elements of CR. Examples include adaptive allocation of frequency channels in DECT wireless telephones, adaptive power control in cellular networks and multiple input multiple output (MIMO) techniques.

Under the framework of World Radiocommunication Conference 2012 Agenda item 1.19, based on the results of ITU-R studies, in accordance with Resolution 956 (WRC-07)”, ITU-R Working Party 1B has developed definition of Cognitive Radio System (CRS). The following definition have been published in Report ITU-R SM.2152

 “Cognitive Radio System (CRs) is a radio system employing technology that allows the system to obtain knowledge of its operational and geographical environment, established policies and its internal state; to dynamically and autonomously adjust its operational parameters and protocols according to its obtained knowledge in order to achieve predefined objectives; and to learn from the results obtained.”

Despite of existence of diverse definitions by different persons and groups, actually there is no other definition that adds to the concepts given in above definitions.
4. Overview of Cognitive Radio 

This section will describe the Functions and components of cognitive radio and Potential applications of cognitive radio. In addition Key benefits and challenges of CR will be discussed.
4.1  Functions and components of Cognitive Radio 
The main goal of cognitive radio is to provide adaptability to wireless transmission through dynamic spectrum access so that the performance of wireless transmission can be optimized, as well as enhancing the utilization of the frequency spectrum. The major functionalities of a cognitive radio system include spectrum sensing, spectrum management, and spectrum mobility. Through spectrum sensing, the information of the target radio spectrum (e.g. the type and current activity of the licensed user) has to be obtained so that it can be utilized by the cognitive radio user. The spectrum sensing information is exploited by the spectrum management function to analyze the spectrum opportunities and make decisions on spectrum access. If the status of the target spectrum changes, the spectrum mobility function will control the change of operational frequency bands for the cognitive radio users. Based on the described functions, Figure 3 depicts the components of a typical cognitive radio. 
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Figure 3 Components in a cognitive radio node[9].

4.2 Key benefits of CR
The main specific benefit of full CR is that it would allow systems to use their spectrum sensing capabilities to optimize their access to and use of the spectrum. From a regulator’s perspective, dynamic spectrum access techniques using CR could minimize the burden of spectrum management whilst maximizing spectrum efficiency. Additional benefits from the development of SDR, coupled with basic intelligence, are optimal diversification enabling better quality of service for users and reduced cost for radio manufacturers.

4.3 Spectrum Regulation Changes
Cognitive radio means not only improving technology, it also requires fundamental changes in the way radio spectrum is regulated. Depending on the regulatory status of the radio systems that operate in the same spectrum, cognitive radios share spectrum with radio systems that are designed to access spectrum with different priorities. To reflect this priority, licensed and unlicensed radio systems are sometimes referred to respectively as primary and secondary radio systems. Either licensed radio systems designed to operate in exclusively assigned bands, or unlicensed radio systems designed to live with some interference from dissimilar radio systems may share spectrum with cognitive radios. Sharing with primary radio systems is referred to as vertical sharing, and sharing with secondary radio systems is referred to as horizontal sharing. Apparently, dissimilar cognitive radios that are not designed to communicate with each other may also share the same spectrum. This is another common example of horizontal sharing, because the dissimilar cognitive radio systems have the same regulatory status, i.e. similar rights to access the spectrum.  For vertical and horizontal sharing, a cognitive radio must be capable of detecting under-utilized spectrum, i.e. spectrum opportunities, also referred to as “white space” spectrum.

Typically, spectrum opportunities change over time and vary depending on the location of the cognitive radio. To protect the licensed radio systems and their services in vertical sharing scenarios, other radio systems may assist cognitive radios in identifying spectrum opportunities. Hence, regulation would be changed towards dynamic spectrum assignment. Even more flexibility and a higher level of freedom could be envisioned for horizontal sharing, eventually with less predictable outcome. Here, the cognitive radios would identify opportunities autonomously. To avoid chaotic and unpredictable spectrum usage as in today’s unlicensed bands, advanced approaches such as “spectrum etiquette” and “value-orientation” are helpful. Spectrum etiquette is today discussed for existing unlicensed bands in various regulatory bodies and standardization groups.

To guarantee fairness and efficiency, the way a cognitive radio makes decisions must be traceable for regulators. In traditional radio systems, algorithms for spectrum management, such as power control and channel selection, are implemented in many radio devices, but are vendor-specific and not visible to the outside world, for example regulators. As a result, today’s standards and regulation have to drastically constrain parameters like power levels and frequency ranges for operation, to achieve a minimum level of interoperability, spectrum efficiency, and fairness in spectrum access. The unique characteristic of cognitive radios on the other hand is that their radio resource management algorithms are weakly constrained by standards or regulation. This implies that the entire algorithms for decision-making in spectrum management have to be visible to the outside world, and control mechanisms for regulators have to be developed.
4.4
Deployment scenarios[5]

The following possible scenarios for CRS, which are not exhaustive, nor mutually exclusive, have been identified: 

· Use of CRS technology to guide reconfiguration of connections between terminals and multiple radio systems:

In this scenario, multiple radio systems employing different radio access technologies are deployed on different frequencies to provide wireless access.

· Use of CRS technology by an operator of radiocommunication systems to improve the management of its assigned spectrum resources

To illustrate this scenario, consider an operator who already owns a network and operates in assigned spectrum and decides to deploy another network, based on a new generation radio interface technology in the same or other assigned spectrum, covering the same geographical area. 

· Use of CRS technology as an enabler of cooperative spectrum access

In this scenario, information on spectrum use is exchanged amongst the systems in order to avoid mutual interference.

· Use of CRS technology as an enabler of opportunistic spectrum access

In this scenario, information on spectrum use aimed to avoid mutual interference is not exchanged amongst the systems.

Compared to the previous scenario, in this scenario there is no “a priori” determination of the spectrum to be eventually accessed by an interested party. In this scenario CRS may access parts of unused spectrum in bands shared with other radio systems without causing harmful interference. In this case, the selection of the spectrum to be eventually accessed is made on a real time basis following, amongst other things, a radio scene analysis.

5. CRS applications[6]

More flexible and efficient use of spectrum in the future open up exciting opportunities for cognitive radio to enable and support a variety of emerging applications, ranging from smart grid, public safety and broadband cellular, to medical applications. This section presents a brief view on how cognitive radio would support such applications, the benefits that cognitive radio would bring, and also some challenges that are yet to be resolved.

Smart grid networks

Transformation of the 20th-centrury power grid into a smart grid is being promoted by many governments as a way of addressing energy independence and sustainability, global warming and emergency resilience issue. The smart grid comprises three high-level layers, from an architectural perspective: the physical power layer (generation and distribution), the communication networking layer, and the applications layer (applications and services, e.g., advanced metering, demand response, and grid management).

A smart grid transforms the way power is generated, delivered, consumed and billed. Adding intelligence throughout the newly networked grid increases grid reliability, improves demand handling and responsiveness, increases efficiency, better harnesses and integrates renewable/ distributed energy sources, and potentially reduces costs for the provider and consumers. Sufficient access to communication facilities is critically important to the success of smart grids. A smart grid network would typically consist of three segments.

· The home/building area networks (HANs) that connect smart meters with on-premise appliances, plug-in electrical vehicles, and distributed renewable sources (e.g., solar panels)

· The advanced metering infrastructure (AMI) or field area networks (FANs) that carry information between premises (via smart meters) and a network gateway (or aggregation point), which will often be a power substation, a utility pole-mounted device, or a communications tower

· The wide area networks (WANs) that serve as the backbone for communication between network gateways (or aggregation points) and the utility data center.

 While HANs can use WiFi, Zigbee, and HomePlug, and WANs can leverage the fiberbased IP backbone or even the broadband cellular network infrastructure, appropriate technologies for AMI/FANs are still under consideration. The dimension of an AMI/FAN could range from a few hundred meters to a few kilometers or more (e.g., in rural areas). Bandwidth requirements are estimated in the 10–100 kb/s range per device in the home or office building. This may scale up quickly with the number of devices on a premise if appliance-level data points as opposed to whole-home/building data are transmitted to the network gateway. Power line communication (PLC) is used in some AMI but has bandwidth and scalability problems.

Moreover, the safety issues associated with ground fault currents are of concern as well. Some wireless meter readers currently use the 900 MHz unlicensed band. This is not without complications, however, since this band will soon become crowded due to the growth of unlicensed devices including smart meters. IEEE 802.15.4g, the Smart Utility Networks (SUN) Task Group, is currently working to create a physical layer (PHY) amendment for AMI/FAN by using license-exempt frequency bands such as 700 MHz–1 GHz and the 2.4 GHz band. It remains to be seen how 802.15.4g handles interference, which is common to unlicensed devices operating in these bands. The cellular network is an alternative for AMI/FAN as well. However, the investment and operation costs could be high. Moreover, cellular networks themselves face bandwidth challenges as cellular data traffic grows dramatically year by year. Cellular networks also have coverage issues in certain places (e.g., rural areas).

Cognitive-radio-based AMI/FANs may offer many advantages such as bandwidth, distance and cost, as compared with other wireline/wireless technologies in certain markets. Figure 4 illustrates a CR-based wide area AMI/FAN. In this case, the network gateway and smart meters are equipped with CR and dynamically utilize unused/underutilized spectrum to communicate with each other directly or via mesh networking over a wide area with minimal or no infrastructure.

The network gateway connects with a spectrum database over a WAN and serves as the controller to determine which channel(s) to use for the AMI/FAN based on the location and transmission power needed for smart meters.

Taking TVWS as an example, since network gateways and smart meters are both fixed, they can operate in the fixed mode and use transmission power up to 4 W EIRP. With the high transmission power and superior TV band propagation characteristics, the network gateway may reach all the smart meters with one or two hops (e.g., covering an entire town). In rural areas available TVWS channels could be abundant, so channel availability would not be an issue.

There are several other standardization groups currently working on the incorporation of cognitive radio technologies to utilize TVWS to support applications such as smart grid networks, particularly AMI/FANs. Within the IEEE, the following groups are developing standards for TVWS: The IEEE 802.22 Working Group is nearing completion of the standard for TVWSbased wireless regional area networks for ranges up to 10–100 km, which could be used for largescale smart grid networks; an IEEE 802.15 study group (SG) has been created recently to investigate the use of TVWS; and IEEE 802.11af is spearheading the development of an IEEE 802.11 amendment for TVWS operation for WLANs.
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Figure 4. Smart grid networks[5].
Like other unlicensed devices, CR-enabled AMI/FAN devices are not immune from interference or congestion, especially if they are heterogeneous and not coordinated with each other. This may introduce issues such as reliability and delay, and limit the applicability of unlicensed devices for more critical grid control or real-time smart grid applications. CR-enabled AMI/FANs should go beyond just dynamic spectrum access and develop self-coexistence mechanisms to coordinate spectrum usage, and may even prioritize spectrum use according to the class of smart grid traffic (e.g., real-time vs. non-real-time, emergency report vs. demand response). The IEEE 802.19.1 Working Group is currently working on developing a standard for wireless coexistence in the TVWS and may help mitigate interference issues among CR-based AMI/FANs. Furthermore, CR-enabled AMI/FANs should also consider how to interoperate with other wireless technologies such as wireless cellular networks in order to make the smart grid more resilient, scalable, accessible, and of better quality.

Public safety networks

Wireless communications are extensively used by emergency responders (e.g., police, fire, and emergency medical services) to prevent or respond to incidents, and by citizens to quickly access emergency services. Public safety workers are increasingly being equipped with wireless laptops, handheld computers, and mobile video cameras to improve their efficiency, visibility, and ability to instantly collaborate with central command, coworkers, and other agencies. The desired wireless services for public safety extend from voice to messaging, email, web browsing, database access, picture transfer, video streaming, and other wideband services. Video surveillance cameras and sensors are becoming important tools to extend the eyes and ears of public safety agencies. Correspondingly, data rates, reliability, and delay requirements vary from service to service.

On the other hand, the radio frequencies allocated for public safety use have become highly congested in many, especially urban, areas. Moreover, first responders from different jurisdictions and agencies often cannot communicate during emergencies. Interoperability is hampered by the use of multiple frequency bands, incompatible radio equipment, and a lack of standardization.

In coping with the above challenges, the U.S. Department of Homeland Security (DHS) released its first National Emergency Communications Plan (NECP) in July 2008. The more recently released National Broadband Plan clearly reflects the effort to promote public safety wireless broadband communications. The recommendations include creating a public safety broadband network, creating an administrative system that ensures access to sufficient capacity on a day-to-day and emergency basis, and ensuring there is a mechanism in place to promote interoperability.

Cognitive radio was identified as an emerging technology to increase efficiency and effectiveness of spectrum usage in both the NECP report and the National Broadband Plan. With CR, public safety users can use additional spectrum such as license-exempt TVWS for daily operation from location to location and time to time.

With appropriate spectrum sharing partnerships with commercial operators, public safety workers can also access licensed spectrum and/or commercial networks. For example, the public safety community could roam on commercial networks in 700 MHz and potentially other bands both in areas where public safety broadband wireless networks are unavailable and where there is currently an operating public safety network but more capacity is required to respond effectively to an emergency. Figure 5 illustrates public safety communications with incorporation of CR networking technologies.

In this case, location-aware and/or sensing-capable CR devices together with the spectrum coordinator in the back office respond to the emergency and coordinate with users (including primary and secondary users) in/around the incident area to ensure the emergency responders have sufficient capacity and means for communications on the field and to/from infrastructure. In addition, CR can improve device interoperability through spectrum agility and interface adaptability, or a network of multiple networks. CR devices can communicate directly with each other by switching to common interface and frequency. Furthermore, with help of multi-interface or software-defined radio (SDR), CR can serve as the facilitator of communications for other devices which may operate in different bands and/or have incompatible wireless interfaces. As illustrated in Fig. 5, such CR devices (communication facilitators) can be located in a few powerful emergency responders’ vehicles and wireless access points. This lifts the burden off the handheld devices for each to have CR capability to mitigate the issue that different emergency responders may use different radios today and very likely in the future as well.
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Figure 5. Public safety networks[5].
It remains to be seen how CR technologies will support priority delivery and routing of content through its own network as well as public networks, thus protecting time-sensitive life-saving information from loss or delay due to network congestion. This goes beyond spectrum awareness to content awareness, from the PHY to the application layer.

Standardization remains key to the success of CR. ECMA 392 standard is the first international standard that specifies PHY and medium access control (MAC) layers to enable personal/ portable devices to operate in TVWS. While ECMA 392 is not designed specifically for public safety, it may be suitable for the following reasons.

ECMA 392 supports dynamic channel use by using both geolocation-based databases as well as sensing, and can be adapted to comply with local spectrum regulations. Compared to other existing standards, ECMA 392 not only supports flexible ad hoc networking but also quality of service (QoS), which is required for on-field emergency communications.

Cellular networks

The use of cellular networks is undergoing dramatic changes in recent years, with consumers’ expectations of being always connected, anywhere and anytime. The introduction of smart phones, the popularity of social networks, growing media sites such as Youtube, Hulu, and flickr, introduction of new devices such as ereaders, have all added to the already high and growing use of cellular networks for conventional data services such as email and web-browsing. This trend is also identified in the FCC’s visionary National Broadband Plan . This presents both an opportunity and a challenge for cellular operators. The opportunity is due to the increased average revenue per user due to added data services. At the same time, the challenge is that in certain geographical areas, cellular networks are overloaded, due partly to limited spectrum resources owned by the cellular operator. Recent analysis suggests that the broadband spectrum deficit is likely to approach 300 MHz by 2014, and that making available additional spectrum for mobile broadband would create value in excess of $100 billion in the next five years through avoidance of unnecessary costs.

With the FCC’s TVWS ruling, new spectrum becomes available to cellular operators. In the long term, television band spectrum that is currently not described as white spaces may also become available to cellular operators, as discussed in the National Broadband Plan. Specifically, the plan discusses the possibility for current license holders of television spectrum to voluntarily auction their licenses, in return for part of the proceeds from the auction. The plan envisions that this newly freed spectrum could be used for cellular broadband applications (hence the name of the plan).

Many papers have investigated the application of spectrum sensing or spectrum sharing in cellular networks . Figure 6 illustrates how cognitive radio technologies can augment next generation cellular networks like LTE and WiMAX to dynamically use these newly available spectrums either in the access or backhaul parts of their networks. A spectrum coordinator can be added in the non-access stratum (NAS) to allow cellular networks to dynamically lease spectrum from spectrum markets and/or identify secondary license exempt spectrum opportunities to meet the cellular traffic demand given a location and time period. The base stations (including relay stations) configure channels to operate according to the instructions of the spectrum coordinator and aggregate the spectrum for use.

For access network applications, two use cases can be envisioned. The first is hotspots, such as game stadiums and airports, where a large number of users congregate at the same time. Take the example of a stadium: users increasingly have phones equipped with cameras that can capture pictures or videos of events at the game and upload them to media sites or send them to their friends. Such picture and video data puts enormous strain on the cellular network. In Cisco’s study 60 percent of growth is expected from such picture and video data. 
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Figure 6. Cellular networks[5].

Today, some of this data can be offloaded to ISM band WiFi networks. However, due to the large amount of data generated in a small area (“hotspot”), both cellular networks and ISM band WiFi networks, are likely to be overloaded. If this data can be offloaded to additional spectrum, such as TVWS, the cellular network can then be used for voice applications in a more reliable fashion, thus benefiting both the user and cellular operator.

The second access network application is similar to a femtocell. Today several cellular operators sell a mini-cell tower (looks like a WiFi access point) that consumers may buy and install in their homes. Typical users of femtocell are those that have bad coverage in certain parts of their homes, such as basements. These femtocell devices operate on the same frequencies as those of cellular operators. However, these femtocell devices have s several issues. First, due to the fact that femtocell devices and cellular networks operate on the same frequency, the quality of the network suffers when these two networks interfere with each other. Second, the coverage of these devices is limited. TV white space radio coverage is significantly improved due to the better propagation characteristics and in addition, there is no interference between the femtocell and main cell.

A somewhat different issue than the data overload or spotty coverage discussed above also can be noted with cellular networks. Rural areas (to be more precise, areas with low population density distribution) are known to have poor coverage. Cellular operators have rights to use their spectrum nationwide, however, choose not to deploy their networks in rural areas. The reason for this is that a significant part of the costs of a cellular operator is infrastructure costs.

These costs cannot be recovered in rural areas due to lack of sufficient number of subscribers in a given area. With white space spectrum, for example, being made available for unlicensed use, cellular operators can use them for backhaul, to connect their cell towers to their backbone networks, thus reducing labor intensive backhaul cables installation, and thus provide coverage to more customers in unserved and underserved areas.

Some design considerations need to be kept in mind in using additional spectrum given that the transmission requirements associated with the additional spectrum could vary significantly from that of the primary cellular spectrum. Take TVWS as an example. The FCC rules as discussed above put certain restrictions on different device types. For data offloading between base stations and CPE, base stations would operate in fixed mode, and CPE can only operate in mode I. The PSD and strict emission mask requirement may restrict mode I personal/portable devices for uplink transmission. Therefore, for mode I devices, a class of receiver-only white space devices might easily be possible in the near term, enabling broadcast type or mainly downlink applications with minimal return channel interactivity over cellular or another return channel. However, the economic viability of such an application remains to be seen. On the other hand, the backhaul scenario as discussed above will have fewer issues. 

Wireless medical networks

In recent years there has been increasing interest in implementing ubiquitous monitoring of patients in hospitals for vital signs such as temperature, pressure, blood oxygen, and electrocardiogram (ECG). Normally these vitals are monitored by on-body sensors that are then connected by wires to a bedside monitor. The MBAN is a promising solution for eliminating these wires, thus allowing sensors to reliably and inexpensively collect multiple parameters simultaneously and relay the monitoring information wirelessly so that clinicians can respond rapidly. Introduction of MBANs for wireless patient monitoring is an essential component to improving patient outcomes and lowering healthcare costs. Through low-cost wireless devices, universal patient monitoring can be extended to most if not all patients in many hospitals. With such ubiquitous monitoring, changes in a patient’s condition can be recognized at an early stage and appropriate action taken. By getting rid of wires and their management, the associated risks of infection are reduced using MBANs. 

Additionally, MBANs would increase patient comfort and mobility, improve effectiveness of caregivers, and improve quality of medical decision making.

Patient mobility is an important factor in speeding up patient recovery. Quality of service is a key requirement for MBANs, and hence the importance of having a relatively clean and less crowded spectrum band. Today, MedRadio and WMTS band are used in many medical applications, but the bandwidth is limited and cannot meet the growing need. The 2.4 GHz industrial, scientific, and medical (ISM) band is not suitable for life-critical medical applications due to the interference and congestion from IT wireless networks in hospitals. By having the 2360–2400 band allocated for MBANs on a secondary basis, QoS for these life-critical monitoring applications can be better ensured. Moreover, the 2360–2400 MHz band is immediately adjacent to the 2400 MHz band for which many devices exist today that could easily be reused for MBANS, such as IEEE 802.15.4 radios. This would lead to low-cost implementations due to economies of scale, and ultimately lead to wider deployment of MBANs and hence improvements in patient care. 

MBAN communication will be limited to transmission of data (voice is excluded) used for monitoring, diagnosing, or treating patients. MBAN operation is permitted by either healthcare professionals or authorized personnel under license by rule. It is proposed that the 2360–2400 MHz frequency band be classified into two bands: 2360–2390 MHz (band I) and 2390–2400 MHz (band II). In the 2360–2390 MHz band, MBAN operation is limited for indoor use only to those healthcare facilities that are outside exclusion zones of AMT services. In the 2390–2400 MHz band, MBAN operation is permitted everywhere: all hospitals, in homes, and in mobile ambulances.

There are a number of mechanisms for MBAN devices to access spectrum on a secondary basis while protecting incumbents and providing a safe medical implementation. An unrestricted contention-based protocol such as LBT is proposed for channel access. The maximum emission bandwidth of MBAN devices is proposed to be 5 MHz. The maximum transmit power is not to exceed the lower of 1 mW and 10logB dBm (where B is the 20 dB bandwidth in megahertz) in the 2360–2390 MHz band and 20 mW in the 2390–2400 MHz band. The maximum aggregated duty cycle of an MBAN is not to exceed 25 percent. A geographical protection zone along with an electronic key (e-key) MBAN device control mechanism is further used to limit MBAN transmissions. E-key device control is used to ensure that MBAN devices can access the 2360–2390 MHz frequency band only when they are within the confines of a hospital facility that is outside the protection zone of AMT sites.
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Figure 7. Medical body area networks[5].
Figure 7 illustrates both in-hospital and out of- hospital solutions for using 2360–2390 MHz. Any hospital that plans to use the AMT spectrum for an MBAN has to register with an MBAN coordinator. The MBAN coordinator determines if a registered hospital is within protection zones of AMT sites (with possible coordination with primary users). If a hospital is outside protection zones, the MBAN coordina-tor will issue an e-key specifically for that hospital to enable MBAN devices within that hospital to access AMT spectrum. Without a valid e-key, by default MBAN devices can only use the 2390–2400 MHz band. The distribution of e-keys to MBAN devices that are connected to the hospital IT network can be automatically done either through wired or wireless links. MBAN devices must have a means to automatically prevent transmissions in the 2360–2390 MHz AMT band when devices go outdoors. Once a sensor in an MBAN loses its connection to its hub device, it stops transmission within the 2360–2390 MHz AMT spectrum or transitions to the 2390–2400 MHz band. The 2390–2400 MHz band can be used anywhere without restriction and hence without an e-key. Simulations have shown that these technologies would work well to protect AMT from interference while also maintaining the QoS required for the MBAN applications.

The IEEE has been working on MBAN standardization. In addition to ongoing activities in IEEE 802.15.6 on BANs, 802.15 Task Group 4j was started in December 2010 to specifically develop standards for MBANs in the 2360–2400 MHz band by leveraging the existing IEEE 802.15.4 standard.
6. International standardization of CRS

Due to very large interest in the CRS, its standardization is currently performed on all levels, including the ITU, IEEE, ETSI, SDR forum and ECMA. In the ITU, ITU-R WPs 1B and 5A are currently preparing reports describing the CRS concept and the regulatory measures required to introduce the CRS. In the IEEE several Working Groups (WG) in Standards Coordination Committee (SCC) 41 on Dynamic Spectrum Access Networks and the 802 LAN/MAN Standards Committee are standardizing CRSs and their components. In ETSI, Technical Committee (TC) on Reconfigurable Radio Systems (RRS) has been developing reports describing different components of the CRS, as well as reports on the CRS concept and the regulatory aspects of the CRS. In the ECMA, Task Group 1 of Technical Committee 48 has standardized a CRS for TV white space. For more information you can see [6-13]
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Figurer8. International standardization of CRS
CRS standardization in the ITU[7]

ITU-R WP 1B was developing a working document toward draft text on World Radio Conference 2012 (WRC 12) agenda item 1.19.

In Agenda Item 1.19, ITU-R decided “to consider regulatory measures and their relevance, in order to enable the introduction of software-defined radio (SDR) and cognitive radio systems, based on the results of ITU-R studies, in accordance with Resolution 956. To address WRC-12 Agenda Item 1.19, Study Group 1 (Spectrum Management) has been assigned to be the lead organizational entity within ITU-R. ITU-R Study Group 5 (Mobile, Radio Determination, Amateur, and Related Satellite Services) Working Party 5A (Land Mobile Service Excluding IMT-2000; Amateur and Amateur Satellite Services) will continue its work on the development of an ITU-R Report entitled “Cognitive Radio Systems in the Land Mobile Service.” This work is in response to two Questions on SDR and CRS assigned to ITU-R Working Party 5A: ITU-R 230-2/5 (Software Defined Radios) and ITU-R 241-1/5 (Cognitive Radio Systems in the Mobile Service).

To prepare the working document, WP 1B has developed definitions of the software defined radio (SDR) and CRS [7]. Also, WP 1B has summarized the technical and operational studies and relevant ITU-R Recommendations related to the SDR and CRS. WP 1B has considered the SDR and CRS usage scenarios in different radio services. Also, WP 1B has considered the relationship between SDR and CRS. Currently, WP 1B is considering the international radio regulation implications of the SDR and CRS, as well as, methods to satisfy WRC 12 agenda item 1.19. The methods to satisfy the agenda item related to CRS are as follows:

Under Method B1 (No change to the Radio Regulations), technical and operational considerations related to the CRS technologies implemented in any systems of a radiocommunication service could be developed in ITU-R Recommendations and Reports as appropriate. 

Under Method B2 (No change to the articles of the Radio Regulations and a Resolution providing guidance for further studies on CRS) a WRC Resolution is developed to provide a framework for guidance of the studies on technical and operational considerations related to the CRS technologies implemented in any systems of a radiocommunication service leading to ITU-R Recommendations and Reports as appropriate.

Under Method B3 ( No change to the articles of the Radio Regulations and a Resolution dealing with the use of CRS and further studies within the ITU-R) a WRC Resolution is developed to provide provisions for the implementation of CRS as well as a framework for guidance of the studies on technical and operational considerations related to the CRS technologies.

To prepare the working document, WP 1B has developed definitions of the software defined radio (SDR) and CRS. Also, WP 1B has summarized the technical and operational studies and relevant ITU-R Recommendations related to the SDR and CRS. WP 1B has considered the SDR and CRS usage scenarios in different radio services. Also, WP 1B has considered the relationship between SDR and CRS. Currently, WP 1B is considering the international radio regulation implications of the SDR and CRS, as well as, methods to satisfy WRC 12 agenda item 1.19.
The ITU-R WP 5A is currently developing the working document toward a preliminary new draft report, “Cognitive Radio Systems in the Land Mobile Service”. This report will address the definition, description, and application of cognitive radio systems in the land mobile service. The following topics are currently considered in the working document:

· Technical characteristics and capabilities

· Potential benefits

· Deployment scenarios

· Potential applications

· Operational techniques

· Coexistence

· Operational and technical implications
WRC 2012 decisions on Cognitive Radio [26]
· WRC 2012 decided that CRSs are a collection of technologies, not a radiocommunication service. Therefore, there is no need to change RR.

· The RESOLUTION 956 (WRC‑07), “Regulatory measures and their relevance to enable the introduction of software-defined radio and cognitive radio systems” was suppressed.
· A new recommendation added “Deployment and use of cognitive radio systems” as follows:

“considering

a)
that a cognitive radio system (CRS) is defined as a radio system employing technology that allows the system to obtain knowledge of its operational and geographical environment, established policies and its internal state; to dynamically and autonomously adjust its operational parameters and protocols according to its obtained knowledge in order to achieve predefined objectives; and to learn from the results obtained (Report ITU-R SM.2152);

b)
that a method of spectrum management to be used for aiding frequency assignment for terrestrial services in border areas can be found in Recommendation ITU-R SM.1049;
c)
that ITU-R is studying the implementation and use of CRS in accordance with Resolution ITU-R 58;

d)
that studies on regulatory measures related to the implementation of CRS are outside the scope of Resolution ITU-R 58;

e)
that there are plans to deploy CRS in some radiocommunication services,

recognizing

a)
that any radio system implementing CRS technology needs to operate in accordance with provisions of the Radio Regulations;

b)
thatthe use of CRS does not exempt administrations from their obligations with regard to the protection of stations of other administrations operating in accordance with the Radio Regulations;c)
that CRSs are expected to provide flexibility and improved efficiency to the overall spectrum use,

recommends

that administrations participate actively in the ITU-R studies conducted under Resolution ITU‑R 58, taking into account recognizing a and b.”
· The ITU Radiocommunication Assembly approved the following resolution:
resolution ITU-R 58

Studies on the implementation and use of cognitive radio systems
The ITU Radiocommunication Assembly,
considering

a)
that there is a need for ITU‑R studies to give guidance for the evolution of cognitive radio systems;

b)
that the definition of cognitive radio system is contained in Report ITU‑R SM.2152;

c)
that CRSs are expected to provide flexibility and improved efficiency to the overall spectrum use; 

d)
that the introduction of CRS technology in any radiocommunication service has the potential to improve the spectrum efficiency within that radiocommunication service; 

e)
that a range of capabilities of CRSs may facilitate the coexistence with existing systems and may allow sharing in bands where it was not previously considered feasible; 

f)
that CRS capabilities developed for sharing purposes will be specific to the systems of a radiocommunication service;

g)
that the introduction of CRSs in any radiocommunication service needs to ensure that the coexistence within radiocommunication services and protection of other radiocommunication services sharing the band and in the adjacent bands is maintained or improved;
h)
that special and careful consideration of CRS use in radiocommunication services in bands shared with other radiocommunication services, due to their specific technical or operational characteristics, such as space services (space-to-Earth), passive services (radio astronomy, Earth exploration-satellite service and space research service) and radiodetermination services, is needed;

j)
that for radiocommunication services employing CRSs the particular set of capabilities and characteristics and sharing conditions with other radiocommunication services will depend on the frequency band and other technical and operational characteristics;

k)
that further studies are needed on the implementation of CRS technologies within a radiocommunication service and on sharing among different radiocommunication services with regards to the capabilities of CRS, in particular dynamic access to frequency bands,

recognizing

a)
that CRSs are a collection of technologies, not a radiocommunication service;

b)
that studies on regulatory measures related to the implementation of CRS are outside the scope of this ITU‑R Resolution;

c)
that any radio system implementing CRS technology needs to operate in accordance with provisions of the Radio Regulations;
d)
that there are plans to deploy CRS in some radiocommunication services,

noting

a)
that considerable research and development is being carried out on CRS;

b)
that some international organizations have initiated work on CRS,

resolves 

1
to continue studies for the implementation and use of CRS in radiocommunication services;

2
to study operational and technical requirements, characteristics, performance and possible benefits associated with the implementation and use of CRS in relevant radiocommunication services and related frequency bands;

3
to give particular attention to enhance coexistence and sharing among radiocommunication services;

4
to develop relevant ITU‑R Recommendations and/or Reports based on the aforementioned studies as appropriate,

invites 

the membership to participate actively in the implementation of this Resolution, among others, by providing contributions to ITU‑R and submitting relevant information from outside ITU‑R.
CRS standardization in IEEE SCC 41 [11]

IEEE SCC 41 is developing standards related to dynamic spectrum access networks. The focus is on improved use of spectrum, including new techniques and methods of dynamic spectrum access, which requires managing interference and coordination of wireless technologies, and includes network management and information sharing.

The 1900.1 WG developed IEEE 1900.1, “Standard Definitions and Concepts for Dynamic Spectrum Access: Terminology Relating to Emerging Wireless Networks, System Functionality, and Spectrum Management.” This standard creates framework for developing other standards within the IEEE SCC 41.

The 1900.4 WG developed IEEE 1900.4,r “Architectural Building Blocks Enabling Net work-Device Distributed Decision Making for Optimized Radio Resource Usage in Heterogeneous Wireless Access Networks.” IEEE 1900.4 defines the architecture of the intelligent management system of a CRS. Both the heterogeneous and spectrum sharing CRS are supported by the IEEE standard 1900.4.

Currently, the 1900.4 WG is developing two new draft standards: P1900.4.1 and P1900.4a. Development of draft standard P1900.4.1, “Interfaces and Protocols Enabling Distributed Decision Making for Optimized Radio Resource Usage in Heterogeneous Wireless Networks,” started in March 2009. P1900.4.1 uses IEEE 1900.4 as a baseline standard. It provides a detailed description of interfaces and service access points defined in IEEE 1900.4. Development of draft standard P1900.4a, “Architecture and Interfaces for Dynamic Spectrum Access Networks in White Space Frequency Bands,” started in March 2009 together with P1900.4.1. P1900.4a amends IEEE 1900.4 to enable mobile wireless access service in white space frequency bands without any limitation on the radio interface to be used. The 1900.5 WG is developing draft standard P1900.5, “Policy Language Requirements and System Architectures for Dynamic Spectrum Access Systems.” P1900.5 defines a vendor-independent set of policy-based control architectures and corresponding policy language requirements for managing the functionality and behavior of dynamic spectrum access networks.

The 1900.6 WG is developing draft standard P1900.6, “Spectrum Sensing Interfaces and Data Structures for Dynamic Spectrum Access and other Advanced Radio Communication Systems.” P1900.6 defines the logical interface and data structures used for the information exchange between spectrum sensors and their clients in radio communication systems.

On March 8, 2010 the ad hoc on white space radio was created within IEEE SCC41. The purpose is to consider interest in, feasibility of, and necessity of developing a standard defining radio interface (media access control and physical layers) for a white space communication system.

IEEE 802 — IEEE 802 WGs are defining CRSs and components of the CRS [9]. The activity to define CRSs is currently performed in the 802.22 and 802.11 WGs, while the activity to specify components of a CRS is currently performed in 802.21, 802.22, and 802.19 WGs. The draft standard P802.22 is entitled “Draft Standard for Wireless Regional Area Networks Part 22: Cognitive Wireless RAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications: Policies and Procedures for Operation in the TV Bands.” It specifies the air interface, including the cognitive MAC and PHY, of point-to-multipoint wireless regional area networks, comprised of a professionally installed fixed base station with fixed and portable user terminals operating in the unlicensed VHF/UHF TV broadcast bands between 54 MHz and 862 MHz (TV white space). The IEEE standard 802.11y is entitled “IEEE Standard for Information Technology Telecommunications and Information Exchange between Systems — Local and Metropolitan Area Networks — Specific Requirements — Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications — Amendment 3: 3650–3700 MHz Operation in USA.” This standard defines the mechanisms (e.g., new regulatory classes, transmit power control, and dynamic frequency selection) for 802.11 to share frequency bands with other users.

Draft standard P802.11af is entitled “IEEE Standard for Information Technology — Telecommunications and Information Exchange Between Systems — Local and Metropolitan Area Networks — Specific Requirements — Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications — Amendment: TV White Spaces Operation.”

It is an amendment that defines standardized modifications to both the 802.11 physical layers and MAC layer to meet the legal requirements for channel access and coexistence in the TV White Space.

IEEE 802.21 is entitled “IEEE Standard for Local and Metropolitan Area Networks — Part 21: Media Independent Handover Services.” It defines extensible media-access-independent mechanisms that enable the optimization of handover between heterogeneous IEEE 802 networks, and facilitate handover between IEEE 802 networks and cellular networks.

Draft standard P802.22.1 is entitled “Standard to Enhance Harmful Interference Protection for Low Power Licensed Devices Operating in TV Broadcast Bands.” It specifies methods for license-exempt devices to provide enhanced protection to low-powered licensed devices from harmful interference when they share the same spectrum.

Draft standard P802.19.1 is entitled “IEEE Standard for Information Technology — Telecommunications and Information Exchange Between Systems — Local and Metropolitan Area Networks — Specific Requirements — Part 19: TV White Space Coexistence Methods.” It specifies radio-technology-independent methods for coexistence among dissimilar or independently operated TV band device networks and dissimilar TV band devices.

CRS standardization in ETSI [11]

In ETSI standardization of the CRS is performed in the TC RRS []. ETSI Technical Report (TR) 102 682, “Functional Architecture for the Management and Control of Reconfigurable Radio Systems,” was published in July 2009. It provides a feasibility study on defining a functional architecture for reconfigurable radio systems, in terms of collecting and putting together all management and control mechanisms targeted at improving the utilization of spectrum and the available radio resources. This denotes the specification of the major functional entities that manage and direct the operation of a reconfigurable radio system, as well as their operation and interactions.

ETSI TR 102 683, “Cognitive Pilot Channel,” was published in September 2009. It provides a feasibility study on defining and developing the concept of the CPC for reconfigurable radio systems to support and facilitate end-to-end connectivity in a heterogeneous radio access environment where the available technologies are used in a flexible and dynamic manner in their spectrum allocation context.

ETSI TR 102 802, “Cognitive Radio System Concept,” was published in February 2010. It formulates the harmonized technical concept for CRSs. Both infrastructure as well as infrastructureless radio networks are covered. Based on the system concept, the identification of candidate topics for standardization is the key target of this study, also including a survey of related activities in other standard development organizations.

ETSI TR 102 803, “Potential Regulatory Aspects of Cognitive Radio and Software Defined Radio Systems,” was published in March 2010. This report summarizes the studies carried out by ETSI TC RRS related to the CRS and SDR. In particular, the study results have been considered for items of potential relevance to regulation authorities.

ETSI TC RRS is currently developing a draft TR, “Operation in White Space Frequency Bands.” This draft report will describe how radio networks can operate on a secondary basis in frequency bands assigned to primary users. The following topics are currently considered: operation of the CRS in UHF white space frequency bands, methods for protecting primary users, system requirements, and use cases.

Also, ETSI TC RRS is currently developing draft technical specification, “Coexistence Architecture for Cognitive Radio Networks on UHF White Space Frequency Bands.” This draft specification will define system architecture for spectrum sharing and coexistence between multiple cognitive radio networks. The coexistence architecture is targeted to support secondary users in UHF white space frequency bands.

CRS standardization in ECMA

In ECMA, standardization of the CRS is performed in Task Group 1 of Technical Committee 48. Standard ECMA-392, “MAC and PHY for Operation in TV White Space,” was published in December 2009 [11]. It specifies MAC and physical layers for personal/portable cognitive wireless networks operating in TV bands. Also, ECMA-392 specifies a number of incumbent protection mechanisms that may be used to meet regulatory requirements.
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Figure 9. Summary of international standardization on CRS[11]

7. Regulatory activities of CRS

The major worldwide regulatory agencies involved in developing cognitive radio are the FCC, Ofcom in the United Kingdom, and the Electronic Communications Committee (ECC) of the Conference of European Post and Telecommunications (CEPT) in Europe.

FCC activities

FCC started the rule making with a spectrum policy task force report in Nov. 2002, later released its Notice of Proposed Rule Making in Dec. 2003 and May 2004 and issued the First Report and Order in Oct. 2006. After 18 months of FCC OET testing on prototypes submitted by Adaptrum, Institute for Infocomm Research (I2R), Microsoft, Motorola, Philips, FCC released its Second Report and Order in Nov. 2008. The FCC released the final rules for “Unlicensed Operation in the TV Broadcast Bands” in September 2010. The main features of the rules as set forth in this order are as follows:

•TV band devices (TVBDs) are divided into two categories: fixed and personal/portable. Fixed TVBDs operate from a known, fixed location and can use a total transmit power of up to 4 W effective isotropic radiated power (EIRP), with a power spectral density (PSD) of 16.7 mW/100 kHz. They are required to either have a geolocation capability or be professionally installed in a specified fixed location and have the capability to retrieve a list of available channels from an authorized database. Fixed TVBDs can only operate on channels that are not adjacent to an incumbent TV signal in any channel between 2 and 51 except channels 3, 4, and 37. Personal/portable devices are restricted to channels 21–51 (except channel 37) and are allowed a maximum EIRP of 100 mW with a PSD of 1.67 mW/100 kHz on non-adjacent channels and 40 mW with a PSD of 0.7 mW/100 kHz on adjacent channels, and are further divided into two types: mode I and mode II. Mode I devices do not need geolocation capability or access to a database. Mode II devices must have geolocation capability and the means to access a database for list of available channels.

•Sensing was a mandatory feature to protect incumbents in the previous ruling but is now an optional feature in fixed mode I and mode II devices. Incumbent protection will be through the use of authorized databases that have to guarantee security and accuracy of all communications between it and fixed or mode II devices. Geolocation means in mode II devices have to be accurate within ±50 m. Since sensing is optional, in order to maintain up-to-data channel availability information, Mode II devices need to check their location every 60 s and, if the location changes by more than 100 m, have to access the database for an updated channel list. In order to facilitate mobility, mode II devices are allowed to download channels for a number of locations within an area and use a channel that is available within that area without the need to access the database as long as it does not move outside the area. In addition, a new mechanism is defined in the rules to ensure that mode I devices that do not have geolocation are within the receiving range of the fixed or mode II device from which it obtained the list of channels on which it could operate. This is the “contact verification” signal, which needs to be received by the mode 1 device every 60 s, or else it will have to cease operation and reinitiate contact with a fixed or mode II device.

•A sensing-only device is a personal/portable TVBD that uses spectrum sensing only to determine a list of available channels. Sensing only devices may transmit on any available channels in the frequency bands 512-608 MHz (TV channels 21–36) and 614–698 MHz (TV channels 38- 51), and are allowed a maximum transmit power of 50 mW with a PSD of 0.83 mW/100 kHz on non-adjacent channels and 40 mW with a PSD of 0.7 mW/100 kHz on adjacent channels. In addition, sensing only device must demonstrate with an extremely high degree of confidence that they will not cause harmful interference to incumbent radio services. The required detection thresholds are: ATSC digital TV signals: –114 dBm, averaged over a 6 MHz bandwidth; NTSC analog TV signals: –114 dBm, averaged over a 100 kHz bandwidth; and Low power auxiliary, including wireless microphone, signals: –107 dBm, averaged over a 200 kHz bandwidth. A TVBD may start operating on a TV channel if no TV, wireless microphone or other low power auxiliary device signals above the detection threshold are detected within a minimum time interval of 30 secs. A TVBD must perform in-service monitoring of an operating channel at least once every 60 secs. After a TV, wireless microphone or other low power auxiliary device signal is detected on a TVBD operating channel, all transmissions by the TVBD must cease within two seconds.

•Safe harbor channels for wireless microphone usage are defined in all markets to be the first available channel on either side of Channel 37. TVBDs cannot operate on these channels. In addition, licensed and unlicensed wireless microphone users can register in the database if they can demonstrate that they require adequate protection from interference [6].

Ofcom activities

In UK, 368MHz in UHF band (470-862MHz) is used for analog TV and 256MHz is reserved for Digital Terrestrial TV (DTT) after the Digital Switch Over (DSO). The DSO, region by region, started on 2007 and will be finished on 2012. Due to the DSO and re-allocations, from 2007 to 2012 there will be additionally 128 MHz frequency (112 MHz from DSO and 16 MHz from aeronautical radar and radio astronomy) available at different regions. There are also possible white spaces in the DTT network, for example, the “interleaved spectrum” (e.g. Local TV, Programmer Making and Special Events (PMSE), Cognitive). In Feb 2009, OFCOM released a proposal which allowed unlicensed cognitive access to the spectrum. Based on the proposal, a wide range of applications such as high speed always-on broadband could be operated by using the TV white spaces. To use the spectrum, any cognitive devices must guarantee that the licensed users (including DTT and PMSE) are protected from harmful interference. 

Ofcom suggested three approaches for cognitive access: sensing, geo-location and beacon. Ofcom recognizes that the three approaches have different advantages and disadvantages. Sensing has the capability to make most effective use of the white space but the hidden terminal problem may result in some residual probability of interference. Geo-location requires a database, a self-locating capability for devices, and a frequently updating database by license holders to effective use of the white space. Beacons require an infrastructure to transmit and needs a database to store the information to be transmitted. Currently Ofcom thinks that the beacon approach is less effective compared with the other two approaches and therefore will not consider it at this moment. Ofcom is currently working on the geo-location consultation. It may allow cognitive devices with geo-location capabilities to use the TV white space.

CEPT activities

On June 2008, CEPT released a report (CEPT Report 24) titled: “A preliminary assessment of the feasibility of fitting new/future applications/services into non-harmonized spectrum of the digital dividend (namely the so-called “white spaces” between allotments)”. CEPT identifies white space as a part of the spectrum, which is available for a radio communication application (service, system) at a given time in a given geographical area on a non-interfering non-protected basis with regard to primary services and other services with a higher priority on a national basis. CEPT defines white spaces in the UHF band as any 8-MHz segments of spectrum between active stations in a given area and in a given time. PMSE will continue to have controlled access to white space spectrum to maintain its existing services in the UHF band.

CEPT does not have conclusions on the feasibility of cognitive sharing schemes of cognitive radio technology for white space devices. Any new white space applications will be used on a non-protected non-interfering basis. Further studies are recommended to look into the framework needed for the use of CR devices within white space spectrum. Currently the CEPT SE43 group is defining the technical and operational requirements for the operation of cognitive radio systems in the white spaces of the UHF broadcasting band (470-790 MHz) such that incumbent radio services/systems are sufficiently protected.
8. Regulation Requirements 

Even today many papers and presentations make the claim that there is sufficient spectrum available for all new and future services, if only the spectrum could be used more efficiently, inter alia through additional flexibility in the assignment of frequencies to those systems that need the spectrum at a certain point in time at a given location. It still seems common understanding that radio regulation and the rules applicable for the deployment of systems and use of radio spectrum resources are by far too rigid and regulators are supposed to be not sufficiently forward looking. The claim goes that regulation needs to be changed in a way that the rules will allow dynamic access and thus increase efficiency that is expected to be facilitated by the extreme flexibility provided by the new dynamic spectrum access, flexible spectrum and cognitive radio system technologies. However, this is, to a large extend a misconception, as regulation has evolved over the last decade, regulators have changed the way spectrum is licensed and the conditions under which it can be used.

This section provides an overview of the current spectrum regulatory landscape covering the developments, in particular in Europe, including the WAPECS and BEM approaches, the impact of E3 on regulation as well as considering the changes that came along globally. 

Regulatory Requirements of Flexible Spectrum Technologies

Spectrum regulation has changed significantly over the past years, license rules and requirements have changed and, within the EU27 states many national authorities have implemented policies that were described in the WAPECS mandate. At the same time, there were significant advances on the technology side facilitating more dynamic access both in centralized systems but also as decentralized secondary spectrum access. In many cases researchers are not aware how much of the technologies they are investigating are already permissible according to current regulation and very often there is the default assumption that dynamic access techniques are not permitted. In this section we provide a snapshot of the current status of spectrum regulation and an analysis of the regulation related requirements of the advanced spectrum access mechanisms currently investigated in FP7 projects 

It should be noted that the use of SDR and CR technologies has also implications in the regulatory domain related to placing equipment on the market. 

There is growing consensus that the current path of spectrum regulation evolution to incorporate a more flexible spectrum provisions regulation regime would be advantageous for all stakeholders involved, as long as it does takes into account spectrum efficiency and protection against harmful interferences. Examples verifying this trend can be found in all three regions of the (ITU - International Telecommunication Union) world. This ranges from the mandate the EC has granted to CEPT to develop the conditions for the WAPECS (Wireless Access Policy for Electronic Communications Services) approach in Europe, to the recent developments on secondary use of the TVWS (TV White Space) in the US and in UK, to an approach for space centric management for dynamic spectrum access in Australia. In response to the WAPECS mandate, the CEPT has developed the concept of Block Edge Mask (BEM) as minimum and, to a wide extent, neutral technical constraints for the use of a given band. In how much this thinking has already been taken into the different national regulation authorities can be seen from the rules with which spectrum licenses have been issued since about 2004. In particular in UK, the conditions associated with the use and the different services have been very open, thus, in principle, allowing already many of the features that are required by WAPECS. More generally speaking, the ECC has recently developed and adopted ECC Decisions incorporating the BEM concept for the 2.5-2.6 GHz and 790-862 MHz bands .

Looking at the trends and tendencies within Europe, there are a number of activities regarding more flexible spectrum allocation; in particular the digital dividend and how it can be exploited have gained significant attention. Task Group 4 of the ECC (ECC/TG4) is responsible for preparing the CEPT Reports to the EC Mandates dealing with the digital dividend issue.

As far as the SDR and CR technologies are concerned the mandate of TG4 includes the task to “develop a recommendation on the best approach to ensure the continuation of existing Program Making and Special Events (PMSE) services operating in the UHF (470-862 MHz), including the assessment of the advantage of an EU-level approach.” CR technology is mentioned in the draft Report on PMSE but is however not seen as a helpful technology on a short term basis to solve the issue of frequency shortage for PMSE during the transition and switch off periods.

In addition to TG4, the Project Team SE42 of the Spectrum Engineering Working Group of the ECC is dealing, inter alia, with one issue that is of interest in the perspective of setting the basis of a future regulation allowing the implementation of CR and SDR. Indeed, it has to identify the technical requirements (e.g. spectrum masks, channel plans, mitigation techniques) with a view to ensure the protection of radio services, and obligations emerging from relevant international agreements (e.g. on cross border coordination issues) for bands potentially identified for the implementation of the WAPECS concept.

Under the WAPECS mandate, SE42 has recently finalized a draft ECC Report (currently under pubic consultation) on the definition of a block edge mask (i.e.: without direct reference to any specific technology) for terminals at the 2.6 GHz band.

This project team is also preparing a Report on the definition of BEM for the UHF band (i.e. for the digital dividend).

After the ECO workshop on CRS and SDR early 2009, the ECC has settled SE PT 43 dealing with CRS in respect of White Space in the UHF band and also a Correspondence Group to elaborate an ECC strategy on CRS and SDR. WGFM has then been tasked to lead this work in relation with the stakeholders, and in particular the ETSI Technical Committee mandated to elaborate standards for CRS and SDR, to further define if there is any need of spectrum regulation modifications to accommodate CRS (and SDR) and if so, of which nature.

Requirements of Advanced Spectrum Access Technologies

Taking a snapshot of the current regulatory status and the requirements of the various spectrum access technologies that are currently investigated within the FP7 programme projects, the E3 regulatory team developed a questionnaire to collect information about the functionality and implications of the access mechanisms. The aim of this was to establish the real need for further changes in (European) spectrum regulation. The questionnaire comprised of five basic questions regarding 1) the type and principles of the access technology, 2) the issue of spectrum ownership and changes to spectrum ownership the technology may require, 3) changes to the actual spectrum usage, 4) changes to the transmission characteristics, and 5) if the technologies would need additional radio resources.

The questionnaire was completed by the E3 partners investigating dynamic spectrum access technologies, as well as by a series of RAS (Radio Access and Spectrum) cluster projects of the 7th Framework Program.

The outcome can be summarized as follows; regarding the principles of the approaches investigated, the covered whole range from unlicensed and licensed secondary spectrum access, peer-spectrum sharing, spectrum sharing, spectrum pooling to joint resource allocation.

Looking at the actual implications of spectrum ownership, the different technology approaches and how spectrum ownership is affected can be grouped in following classes:

Short/medium term change of usage-rights (and duties) but requiring a “total transfer of rights and duties”.

Short term spectrum leasing based on traffic variations, whereby the “rights and duties may still remain with the main usage rights holders”.

Spectrum trading, whereby the “rights and duties also may still remain with the main usage rights holders”.

Spectrum pooling, occurring as “pure pooling” as well as “hybrid pooling” (i.e. fixed bands plus shared pool).

Regulatory status “change in ownership”: licenses issued since, approximately 2004, do explicitly allow the transfer of usage rights and duties (at least in some bands used for electronic communication services, ECS), as long as the “prospective holder” fulfils the technology and economic requirements under which the original licenses have been granted, thus temporal short term change of usage rights is possible, however, at current the administrative process of temporal license transfer is time-consuming, an automated real-time system would be needed for medium and short term license re-assignment. In the case of leasing and trading, there are no implications, as the responsibility and ownership remains with the original licensee, thus they can be held liable for any interference or misuse. The only real challenge for regulators is the spectrum pooling issue, as in this case no clear assignment of ownership can be done. Considering how the advanced access technologies, or the approaches, may change the actual spectrum usage (i.e. using a RAT in a band other than the one it was foreseen to be used), there were also only few different types of implications:

Some approaches would require the flexibility for operator to use different RATs in all their assigned frequency blocks (combining as necessary adjacent blocks or channels), in fact allowing dynamic re-farming between the bands one operator holds.

Another subset of technologies would consider the same principles, but with the extension to use any available frequency band that could be 'leased' from other operators. The temporal use of individual license-exempt bands to extend the capacity of licensed systems was also foreseen in some approaches. And finally the establishment of a secondary temporary real-time subcarrier market on a cell by cell basis (in OFDMA systems), for RATs based on adaptive OFDMA was foreseen as other option requiring changes to the actual spectrum use.

Regulatory status “change in use”: similar to the situation in the change of ownership, it is expected that in a short term, most licenses granted will not anymore define a particular technology to be used in a band but they do define the BEM (Block Edge Mask) in which the transmission signal must remain, this means that bands can be used by whatever suitable technology as long as the BEM is not violated. Concerning the need of the advanced access technologies for changes to the actual transmission characteristics, none of the technologies actually required changes that would go beyond those allowed in current standards. Regulatory status “change in transmission characteristics”: the same applies as in the “change of use” category, this can be permitted as long as the BEM are not violated. Finally, apart from the need for a Cognition supporting Pilot Channel (CPC), none of the technologies currently investigated within the RAS cluster projects did actually consider that additional radio resources are required.

Regulatory status “additional radio resources”: there seems growing consensus that a common bootstrap or information channel will be needed. The E3 CPC approach is already widely discussed within regulatory bodies and is also part of the agenda for the next World Radio Conference in 2012. In summary, the vast majority of the advanced spectrum access technologies are already permissible with current regulation. However, there are still a number of issues to be solved, including the real-time transfer of ownership or the implications of spectrum pooling approaches. While the pooling approaches may require further consideration of the regulators, the real time re-assignment of usage rights and duties would require a technical solution.

9. Green Wireless Communications via cognitive radio [22]

Benefits of Cognitive Radios for Green Wireless Communications

CR has been proposed as a general approach for higher efficiency in wireless communication systems. Moreover, from the green perspective, spectrum is a natural resource which should not be wasted but be shared. CRs enable this paradigm with smart operation and agile spectrum access. But they also have to be optimized on the way to green communications.

There are two related aspects of CRs from the green networks perspective: achieving energy efficiency in CR (this paradigm enables a more prevalent optimization) and energy efficiency via cognitive radio (capabilities.)

The energy management problem, in its most general formulation, is a multidimensional optimization problem, which consists of dynamically controlling the system to minimize the average energy consumption under some performance constraint. In general, the related objective of energy efficiency can be measured as number of transmitted data bits per Joule of energy. Since CRs mostly apply a periodic sensing scheme in order to evade any interruptions to the reappearing PUs, each frame is divided into two main parts: sensing and transmission. In general, the longer the sensing duration, the better the sensing accuracy. However, it shortens the duration available to transmission. Hence, sensing and transmission scheduling should be performed providing a balance between the sensing accuracy and transmission efficiency.

Taking this issue from the energy perspective, especially for battery-limited CRs, CRs can decide on the best sensing and transmission duration considering this problem as an energy efficiency maximization problem subject to PU interference restrictions. Similarly, power allocation over a number of channels can improve the energy-efficiency in multi-channel CRs. A CR with a limited power budget can allocate its restricted resources considering the energy-efficiency of each channel. 
10. Light-Handed Regulation of Cognitive Radios[20]
Governments around the world have to decide what regulation is going to look like for the next generation of wireless devices. The current regulatory model — often called “command-and-control” — in which spectrum is parceled and allocated to specific uses and companies was designed for one-to-many broadcast systems such as TV and AM/FM radio. This centralized solution is easy to enforce, but has difficulty managing allocations on the heterogeneous usage scales of interest. It leaves “holes” in both time and space where valuable spectrum is being wasted . In common language, both the wasted spectrum and the need to get lengthy government approvals are often viewed as problems of regulatory overhead.

Legal scholars and economists have debated how to solve this problem. While all agree that decentralized and more “light-handed” regulation is desirable, the form of this regulation is contested. Spectrum privatization advocates rely on market forces to determine who will be allowed to transmit. In this model, government regulation certifies devices, monitors market transactions, and resolves disputes as civil offenses through the courts. Spectrum commons advocates, on the other hand, note that with current technological advances, a simpler approach is possible that puts the burden of regulation entirely on equipment:

any certified device may transmit. Regardless of the policy approach, the looming introduction of frequency-agile and softwaredefined radios poses a major challenge. Cognitive radios are autonomous and possibly adaptive, allowing them to adjust their transmission patterns according to local observations. This forces us to confront the wireless version of an age-old philosophical question: for autonomous beings, is the freedom to do good distinguishable a priori from the freedom to do evil? From this perspective, frequency agility runs the risk of being the wireless equivalent of Plato’s Ring of Gyges that conferred invisibility and hence unaccountability to its wearer. Faulhaber raises this specter through his discussion of “hit and run radios” that are virtually uncatchable because they turn on, use the spectrum for a period of time, and turn off without a trace. The knee-jerk response to this prospect is to just ban frequency agility altogether. But in the age of an ever increasing number of wireless interfaces on portable devices, the potential monetary and power savings enabled by radio unification through frequency agility is hard to ignore. Furthermore, usage holes exist at time and space scales that are smaller than the device lifetimes and the lifetime mobility of devices. So regardless of whether we move to privatization or commons, precluding frequency agility would eliminate the long-term prospects for dynamic spectrum access to reduce the regulatory overhead of wasted spectrum.

So the core question the wireless community faces is how to exploit frequency-agile devices for reducing regulatory overhead while still allowing enforceability. It is tempting to wish for an unambiguous way to certify the safety of wireless protocols involving frequency agility and then lock these down at device certification time. Besides the obvious problem Gödel and Turing have brought to our attention, that automatically proving correctness of general programs is impossible and engineering bug-free software is hard even in deterministic settings, Hatfield has pointed out that the unpredictable interactions of the wireless environment make a priori certification even more diffcult. The detailed code-level certification this situation would demand is likely to be costly, and thus represents a barrier to entry that effectively reduces the freedom to innovate at the wireless transport level. The real world of politics dictates that such complex barriers will provide many opportunities for manipulation by parties interested in blocking competitors. If it is hard to certify against bad behavior, why not just require behavior that is known to be good? Why do wireless devices need freedom over how they access spectrum? If all desirable future wireless services with all device lifetimes can be served using a few stable interfaces, freedom to innovate at the spectrum access level is not necessarily very valuable. This is reminiscent of the apocryphal quote from the pre-digital-revolution days, “I think there is a world market for maybe five computers,” or the pre-Internet-revolution world view that the “information superhighway” would just consist of audio/video on demand, home shopping, multiplayer gaming, digital libraries, and maybe some distance learning.

Meanwhile, multiuser information theory is still revealing innovative ways of doing wireless communication; the question of potential synergies between content/application and transport layers is still open It seems reasonable to come down on the side that freedom is important. If entirely a priori enforcement is difficult, it seems natural to follow the example of crime in human society and have a role for a posteriori spectrum rule enforcement that uses incentives to deter bad behavior rather than precluding all bad behavior by design. The role of a priori certification is then limited to maintaining the incentives.

Existing game-theoretic literature says that while a pair of equal users can self-enforce to a range of stable and fair equilibria, this breaks down when users are unequal. Consider a case where the first user can cause very little interference to the second while the second can cause a great deal of interference to the first. The first has neither defense nor ammunition. Without a possibly external force to which the second is vulnerable, the first cannot reasonably believe that the second will follow sharing rules. Indeed, vulnerability is the mother of trust; certification will be required to produce the necessary vulnerability.

Furthermore, robust identity is needed to avoid the “Ring of Gyges” problem when there are more than two users since without identity; there is no threat of being held accountable.

In [22] the authers consider how to give radios an identity in a way that is easy to certify, easy to implement, and does not presume much about the kinds of waveforms the radio system can implement. Perhaps more important, this approach to radio identity allows harmful interference to be causally attributed with great confidence to the guilty radio(s) without imposing a significant physical layer (PHY) burden on the victims. This is done by giving each radio its own spectral fingerprint of time-frequency slots that it is forbidden to use. The proportion of taboo slots quantifies the spectrum overhead of such an identity system. To understand how to set the parameters, the authors then sketch out a simple system of punishment for misbehaving radios that involves sending them to “spectrum jail” for finite amounts of time. This system is explained in the context of a toy real-time spectrum market where the overhead imposed is the proportion of time that innocent systems spend in jail. 

Overall, the authors see that while light-handed regulation is possible, some significant spectral overhead seems unavoidable.
This article has sketched out a new paradigm for light-handed spectrum regulation, but a great deal of technical work remains to be done before the viability of this approach can be established.

Intuitively, the two overheads (identity and wrongful convictions) must be balanced appropriately to find the sweet spot of maximal regulatory efficiency. However, it might be that qualitatively different applications having very different wireless requirements will require different balances — suggesting that some form of centralized spectrum zoning will remain with us. The advantage of this new paradigm is that such questions might be answerable by theorems rather than mere rhetoric. 

11.  Cognitive Radio implementation
Implementation issues

RF design

A primary technological concern in cognitive radio architectures, whether it be for wideband sensing procedures or wideband multi-band communication mechanisms is the ability to design linear and spectrally-agile components and architectures in the radio-frequency front-end of the transceiver. In a conventional radio design, some assumptions are made on the interferers and, based on worst-case scenarios; the performance of the RF front-end is specified with respect to selectivity and linearity. Conventional radios typically utilize a pre-select filter at the receiver input to limit the interferers, which the active part must be able to withstand. However, for a cognitive radio this approach is not very practical due to its inherent need to flexibly select the radio frequency. Removing or relaxing the preselect filter selectivity significantly exacerbates the problems due to interferers. All RF front-end specifications cannot be directly mapped to circuit blocks without information on the interferer scenarios. Some of the error generation mechanisms are complex and, in general, it is a fairly involved task to find out the building block requirements that lead to adequate receiver performance under all expected conditions. The fact that, in a cognitive radio, neither the RF frequency nor the bandwidth is known in advance complicates the situation considerably. Following the well-proven methods of receiver design and frequency planning will lead to excessive circuit block requirements particularly in absence of a pre-select filter at the receiver input. In order to deal with the more stringent performance requirements, a cognitive radio should be designed to take advantage of its inherent capabilities. It should use the information it possesses on the interferer situation and its own non-idealities to select the RF frequency, not only based on spectrum occupancy, but also on the suitability of a given frequency for communication. This will help in relaxing the circuit block requirements, so that they do not become excessive, while not forcing the initial radio design to limit the capabilities of the cognitive radio.

System On Chip Implementation

Designing the digital baseband processing of such an extremely agile system is a very challenging task. The required processing power is huge in most of the functional unit and the memory needs and memory bandwidths are also usually very high. But the two most difficult aspects are probably: the partitioning of the system in hardware and software processing units, and the system integration and the design of the embedded software.
The partitioning implies a deep study of the basic algorithms involved. The different variations of a given function must be identified. As in most cases there are many different implementation options, the design space to be explored is a large one. The output of this algorithmic analysis is a set of highly flexible functional entities. The design of these entities is less challenging. However, it strongly depends on the selected target technology.
The system integration phase is also a critical issue. Scheduling of the hundreds of different tasks running on very different operating units requires an accurate modeling of their dependencies, of their parallelization possibilities and of their timing-related constraints. The entire platform is controlled by a complex embedded software application running on a set of embedded CPU cores. The challenges here are those of a real-time constrained application in the context of a multi-processor System on Chip architecture.

 Implementation examples

Research and development results on a software defined cognitive radio equipment that consists of a hardware platform and a software platform have been introduced in [16]. The hardware platform consists of a multi-band antenna supported from UHF band and 2-5 GHz band, multiband RF unit, signal processing unit consists of FPGA and CPU boards. The software platform consists of several managers that manage spectrum sensing and reconfiguration of communication systems. The developed cognitive radio prototype combined by hardware and software platforms senses the signal level (RSSI) over 400MHz-6GHz bands and moreover identifies the system by using software packages and checks RSSI, BER, connectivity, and so on. The software packages can configure specified wireless communication systems and consist of physical layer, MAC/DLC layer, IP layer, and application layer part of the systems.

Paper [23] presents a test bed for experimenting with Cognitive Radios at the physical and link layer. The motivation for a test bed is provided by the need to validate various sensing algorithms to prove non-interference to licensed users and to evaluate their performance with well defined metrics. This test bed allows us to emulate Primary as well as Secondary Users and enables the evaluation of the performance of various spectrum sensing schemes. The 2.4GHz spectrum was chosen for initial experimentation due to the availability of off-the-shelf transmission equipment and the ability to emulate Primary Users in a controlled manner. These 2.4GHz radios are connected to the Berkeley Emulation Engine 2 (BEE2), which is a multi FPGA emulation platform. The FPGAs enable the implementation of complex signal processing functions and the inherent parallelism of the FPGAs supports concurrent operation of multiple radios. The Cognitive Radios can exchange sensing and setup information in a timely manner since the BEE2 FPGAs are connected via high bandwidth low latency links.

Cognitive Radio (CR) equipments are radio devices that support the smart facilities offered by future cognitive networks. So it is necessary to add inside the radio equipments some management facilities for that purpose, and the paper[24] proposed architecture is called HDCRAM (Hierarchical and Distributed Cognitive Architecture Management). It consists in the combination of one Cognitive Radio Management Unit (CRMU) with each Reconfiguration Management Unit (ReMU) distributed within the equipment. Each of these CRMU is in charge of the capture, the interpretation and the decision making according to its own goals. 
More implementation examples can be found in [25,26,27]

12.  Regulatory issues and Recommendations
Cognitive radio is a revolutionary technology that aims for remarkable improvements in efficiency of spectrum usage. It will change the way the radio spectrum is regulated, Basically, the main role of regulators is to ensure that cognitive radio devices don’t interfere with the existing licensed services and if it happens, how to deal with it. Although cognitive radio technology is said to be able to self manage spectrum usage, regulators around the world are looking at it cautiously. There are still many issues that need to be resolved before the technology is actually implemented for commercial use.

Regulation 
Regulatory bodies must ensure that devices in the CR field conform to contemporary and future requirements for radio equipment. To achieve this goal, a conformity assessment apparatus must be developed using many components, such as equipment certification, quality control, and field monitoring. Providing regulators with the standards they require to fulfill their mandate is an area for many future projects. Regulation documents would describe methods to measure the interference caused by CR and CNs, and quantify the intelligence of such devices.
It is clear that there is much commonality in the new approaches to spectrum management and regulation being discussed by the regulators in a number of countries around the world. The commonalities include recognition of a need for a new approach to spectrum management, the use of market mechanisms to accomplish spectrum management, recognition that new technological innovations such as SDR, UWB. Policy-based adaptive radio and CR will be a key part of the spectrum management paradigm shift, that the paradigm shift is a long-term process (10 – 20 years), Any controversy associated with the spectrum management paradigm shift is not likely to be primarily between regulators from different administrations the controversy is more likely to be between the regulator and spectrum license holder for specific portions of the RF spectrum.

This is particularly true for license holders who have paid large sums of money for their licenses such as the license holders in the commercial wireless bands. Although the operator had claimed “exclusive rights,” the FCC ruled that incumbent spectrum license holders do not have the right to exclude new users from transmitting in their assigned bands. 
7.2
Security

Although existing wireless security standards can be used in CR networks for certain aspects (e.g., encryption), there are several unique challenges that arise merely due to the opportunistic nature of spectrum access. For example, in order to accurately sense white spaces, as well as to securely transmit this decision to all nodes in the secondary network, it is not only necessary to design standalone optimal sensing techniques, but also authenticated encryption enabled protocols that will allow a reliable, joint, and speedy decision for the entire network. Hence, a more holistic approach is needed while designing the several components of the CR network. A good design will result in accurate and secure primary user (PU) detection, resilience to non-jamming denial of service (DoS) attacks on the secondary user (SU), efficient and fair spectrum sharing, accurate authorization, and computational efficiency. In order to understand the components needed to design a secure CR network, it is necessary to understand the threats a CR network could face. The problem of spectrum opportunity detection is intimately connected with the problem of detecting PU activity in any given band. If this key functionality is not accurately implemented, one of the following undesirable situations could occur.

7.3
Enforcement and certification - Certification of cognitive radio devices is a challenge. First, it inherits the challenges of software certification because a cognitive radio is likely to have a software component. Second, certification faces the challenging issue of whether to certify a device or to certify a component. For example, a cognitive radio may consist of multiple components, such as a policy reasoner, a sensing component, and frontend. A possible example of certifying component is to certify a policy reasoner which is decoupled from the radio platform. Such modular approaches can simplify the process.

Third, certification faces the challenging issue of addressing the networking aspect of cognitive networks. The network aspect can have both positive and negative impact on the PU/SU interaction. For instance, it has been well established that cooperative sensing can significantly improve the sensing performance. How can this positive effect be taken into account in certification? On the other hand, a PU may require certain protection, say interference below threshold. While a single SU device may not emit above-the-threshold interference, a collective set of SUs may cause outage at the PU. How can this negative effect be avoided in the certification process? 

Enforcement is a related challenge. The current approach, with FCC being the main enforcer with labor-intensive measurements, is not likely to scale to billions of cognitive devices with much more flexibility, and therefore, much bigger potential for malfunction as well as malicious usage. In fact, distinguishing between correct and faulty behavior can be a very difficult program.  Alternative solutions need to be considered, e.g., enlisting cognitive radios to identify/report potential policy violations.

7.4 Protecting PU 

Primary user (PU) protection is vital to the success of wide adoption of dynamic spectrum access since no PU would accommodate SU access to its own detriment. This is also the major concern of legacy spectrum holders. Most existing research has been focusing on Listen-before-Talk (LBT) where secondary users sense the spectrum (potentially collectively) before transmitting. Good progress has been made both in theoretical domain and prototype testing. However, LBT has its limitations. Because it focuses on the transmitter rather than the receiver, LBT needs to be conservative to protect PU against SU interference. For instance, the threshold for the LBT devices was set at 30dB below the DTV reception threshold in the FCC TV white space testing. 

In order to overcome these limitations, the research community should consider other options. For example, in the context of TV white space, FCC database has been used (sometimes in conjunction with sensing) to predict spectrum availability because TV broadcast locations are fixed and schedule predetermined. Another option is to focus on receivers, more specifically the observability of receivers. There are both active and passive approaches. An example of the active approach is to introduce a (beacon) device on the receiver to announce its presence. This may be easier and less expensive than trying to sense for transmitters and it avoids hidden terminal problems. It has for example been demonstrated that it is possible for a low cost device to detect when a TV set is on, and then announces itself. This type of approach has the potential to enable TV white space reuse in metropolitan areas, where the spectrum demand is high and unused TV band is scarce. Research is needed to study/quantify the tradeoff between the performance gain and the complexity to enable receivers, as well as security implications. 

7.5. Guidelines and Recommendations
· There is a need to identify a timeline for the time phased transition to the new spectrum management paradigm. A roadmap should be developed for this transition which considers legacy issues and special band issues.
· It is recommended that issues which need to be addressed by the regulatory bodies be identified. It can be expected that the transition to a new spectrum management approach will have differences in different administrations both in scope, and the timeframe/roadmap for accomplishing the transition.

· It is recommended that mechanisms to informally discuss at an international level the spectrum management transition be put in place. This is in addition to the formal ITU process.
· Harmonizing the viewpoints, exchanging data and providing guidelines is partially an important role for regulators and standardization bodies, and also for technical community. For example there is need to harmonize terminology and reference models. There is also possible danger of increasing fragmentation of the community and terminology. The reference models are required for a suitable discussion. National regulators could and most probably should play an important role on driving some of the work towards harmonization.
· There are regulatory dimensions that need to be considered, and many of those go beyond simple spectrum regulation Including aspects of equipment, conformance (responsibility), cognitive pilot channels, and interface regulation & standardization.
· Further work is needed to analyze tradeoffs and potential risks and benefits that are related to CR and SDR technologies. There are only vague understandings on the scale of costs that may be coming from new technology deployment and increased interference risks. Part of the SWOT analysis should be also to consider a number of different approaches.
· In the near term a regulatory framework should be developed that encourages research and the development of CR. For example, allocating a block of spectrum for CR control and enabling secondary licensing, would achieve this.
· CRs will require software-based spectrum policies. These policies will become an integral part of the radio device. Regulators will be required to define these policies, which will then be coded in the CR policy box. It is essential, therefore, for a regulator to keep abreast of software policy development and certification issues.

13. Summary and Conclusions

Cognitive radio offers great benefits to all members of the radio community from regulators to users. In terms of spectrum regulation, the key benefit of CR is more efficient use of spectrum, because CR will enable new systems to share spectrum with existing legacy devices, with managed degrees of interference. There are significant regulatory, technological and application challenges that need to be addressed. Main challenges in summery are: First, ensuring that CRs do not interfere with other primary radio users i.e. solving the hidden node problem. Second, because CR relies on SDR, all the security issues associated with SDR, such as authenticity, air-interface cryptography and software certification etc, also apply. The third challenge is control of CRs. It is not clear how, or if, these problems can be solved.
Some regulators have allocated test bands for CR, to encourage development of CR technologies in their national markets and elsewhere. One of the most important issues is band sharing. There are two potential routes to band sharing. Either, the legacy spectrum holder (i.e. the primary user and original licence holder) makes an agreement directly with a third party organization (the secondary user or band sharer). The terms on which the spectrum would be shared would be outlined and agreed between them and there would be no regulatory involvement in either setting safety criteria, monitoring that safety criteria were being complied with, or imposing penalties if they were not kept. Alternatively, band sharing in certain spectrum bands could be mandated by the regulator. In this case, it would be the regulator’s responsibility to outline safety criteria, ensure that the primary user did not suffer from interference as a result of the secondary user, monitor interference levels and impose penalties if they were exceeded. In this case, the regulator would need to be convinced that the benefits of Cognitive Radio in terms of spectral efficiency, would out-weigh the dis-benefits – in terms of interference and market disruption.

Whether the further development of CR is enabled by the allocation of test bands, or through the use of licence-exempt spectrum, or through band sharing of public or private spectrum allocations, the regulator’s role will be to ensure that both legacy licensees and spectrum sharers are able to operate effectively without compromising the rights and integrity of each others’ systems.

The creation of the appropriate spectrum environment for CR will involve the development of spectrum databases, of spectrum monitoring facilities and of software spectrum policies. These will be required by the emerging market for reconfigurable radios, expected to develop in the next 5 to 10 years, as standards mature.

The distinctive and intelligent features of cognitive radio do raise the question as to whether cognitive radio can take over the spectrum management functions from communications regulators. The answer is no. The role of the regulator is still needed and its role is necessary to provide regulations, which would facilitate the use of cognitive radio. It cannot take over the role of spectrum management in the near future also, while it efficiently uses spectrum, it poses a challenge to regulators to mitigate interference caused by this technology.
In this document, the major functions and components of cognitive radio and implementation issues are discussed and Regulatory Issues and Key Concepts are described in addition, the state of art in regulatory and standardization activities on cognitive radio all over the world are reviewed. It is seen that different countries may have different regulations. This seems to be reasonable as different countries may have different white spaces, and faces different social and economy challenges. However, this makes standardization in cognitive radio more challenging. There are also different standards from different organizations. How these standards can be harmonized is a big question in the near future. There must be some consolidations in this area. The regulation and standardization are still ongoing and their final impact remains unknown. 
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